


Disaster Risk Assessment ddf 

•	 IJclltifics CllllTt'J':lll'il','i !l;J\ illg potential to calise greatest impact 
()IIOpCr<..lIIOIlS 

E\'aluJtcs prohahility <'llu..Il111pacl or Jisaslcr sccllJrios 

l'akes into l'lI11siJcralioll existing salcguarJs to rcJuee risks 

associated \\illl the C[]J(.:r~cnc.\' (ex. generators, physical i.lI1d 
Ilcl\',:ork security. IllJs<.lllry builJing cOllstrudioll, CllvirotllllClltJI 

l'llll lro Is. backup plans, L'k.) 

Results proviJc basis It)!" dC\Tloping emergency response p1Jns 

Disaster Risk Assessment Results dd r 
lIi~h 

BuilJing Fire 
I .oss or fJcilily (*c()\'crcJ ill 
DR section) 

rornaoo 
l\lcdiulIl 

Biological i( 'hCl11ica I 
COlllJlllillJlioll 

BOlllh 111n.:<.I1
 
DisCJSC I';'JI1Jclllic
 
L..IrlhyuJ!-..(
 
l-':xp[osioll
 

I:Jilurc/Malf'I.lIlCliOIl or 
('Ill !'SlT\'cr 

!\h'dium (l'ontinlH.'cJ) 

FlooJing 

("IS leak 
Icc slorm 

llllernel/WAN Failure 
I,oss/Corruplloll of data files 
i'vIalwarc allack or syslem 

inlrusion 
Po\ver outage 
'I'C!CCOllllllllllicalions system 
failure 

Unauthorized OJlTCSS to 

dala/then of data 

\Valer Leakage 

_1111 

Disaster Risk Assessment Results dd r 1I11!1 
I.o\\­

Civiloisorocr 

I knit.1I of mao access 

Equipmcllt Fire 
Failure or LAN wiring 

I:ailurc of SYS/Cill solhvarc 

IluTTicallc 

Loss or heat!air conditioning 
I.oss or Key PL'rsPJlIH:1 
(*covcrL'd ill DR and ('1' 

SL'ctiolls) 

Loss or \\';Jtn supply 

Lfn\' (continued) 
N lIl' Il'a riRadia tioll 
contamination 

Power "broWllouts" or 
l1uc(lwtioll 

Sno\!.' storm 

Tl:norist Activities 
Toxic/llazaroolls waste 

t;llauthorizco mooilicatioll of 
sof'twarc/harowarc 

Ullauthorizeo physical access 
Volcanic Eruption 
\Vino storms 
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iII!IIIml 

Emergeney I'lans	 (1(11'.llil 
BJSl'J nil risk ;ls"rs"rIICIlI IL.... lIltS
 

r-,:1Jin plllpO ........ (() Cllsure nCI~nll<':'s .~.Il;:ly
 

Plans include
 
F.ll"dll} 1·\ .1("11,111<111 1111,III,k~ ,k.... l!!lUlnl Illll"lllIg IUClliollS I
 

\ll'.I-\\'lllr I \,1\"11.111'\1\
 

]'(1\1,'1 \-;111IH,:
 

I!IIi1dllll.' 1"lIe
 

I \'r1I.1dp (IIKllldcs dl'~I!"Jl.lll'd sIH:llcr" I
 

I-Io".!lll!:'
 

1"lIlltqll:ll-C
 

r'I h:i.hcd t 111<':1 gClll \
 

Hdllill I hn;;11 I 'pIO.... HlIl
 

11.1;'111;11, [O,il" W,I"lc ;-..Jlldi:dl, ,)I ('hClllIC,d 1l10l(lglL,d 1-h1t:;I~t
 

IJJSl.l~C 1'.I11dCJl\lC ( .... lIcll d .... III]\; I)
 

Business Impaet Analysis ddr 
nlA (business ll11pact ;lIlalysls) - ,lIlah'SIS (If potential illlj)act 011 

operatio!ls h~' Inss ur rUlll'llllllS. sysll::lllS, JIlJ n:cDrds or dJ1J 
~'~luscd I)';' llllculllrolh,:d, ll()ll"pcclllc L'\L'llt 

•	 Husincss illlpacb iJl'lltilll'J ha"cd un \\ Uf",I-l'JSL' SLTIl~.Jl"I() 

HI:\	 conducted !(l]" rullo\' 11l~ deparlll1ellh
 
l:·() 1 1 PtlllCC [)C))~1111l1CI11
 

Fill,\llCl' 

1:lrcllL"j),lllllll'1l1 

Illli'lll1;lllllll rL'chll(ll(lg:­

P\lhill.: \\\ll~" 

•	 Inten ie\\'s l'l)lIdlll'ted \\ ill1 deparllllelit he;Jds 

•	 [kteflllillcd 
('lIliLillllllL 111111:-, '0:' .,ICl1l.~. ,llld (tll:l 

\ 1:1\ \11l1l1)) ;\ 11\1\\ ,IIJ!L' 1)( 1\\ 1111111l'» (dl'll.TlIllllCd R. cem cry Timc Ohjccli\ L'S ) 

BlISlllC"" 11lIp:ILl:' 

RcqllllL'd lL'S(ltIlLL'.~ IjlCI"IIIlIlCI,l"qlllpmClll, supplil':', \\OI~:,p;lec) 

ddr 
Business & Disaster Recovery Plan 

• ('risis MJIlJgcIlleill Tealll respollsibilities 

•	 Illiliall{espollse 

•	 Dlllllagc Assessment 
•	 l'iJll Activatioll 

•	 Notilicalioll 
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r.\I:P Plll~ SlU.lIS'\S 1l;.1~\1'[') .Il) ,\.IJ \OJJ I ~ll!PIlI.lll~ '1lIJlll1.Wl!Jp 

.lljl <JI ,1~I.lJ,1i..b ~J~~,lJ().IlI.lo ,\,lJ,\{l,)J.I .10.1 ~JI\~.IlJud :Jpnl;1l1l 

lL\\OP ;1Jl~ "1l1;)1~ \~ lLll[ \\ "l~ lIJIlS ';1!qr:PI~ \PUll 

.l.ll~ ~P0L[]Jlll ~11~"".lJl)ll! !1;11~11 .11IllDIJ\\ 10.1 SIlO~]JlIn.1 

1':.l!].U.l llU0,l-I.ll! U\ .I:JP.lO ll~ \\OlpJ.1 0] sPlllll:JtlI .1J1~U.I;1\I': :JpnlJIII 

lI()~\,lUll.l .Ill ]In((lJll~(bp 

Jl~q] ()) jr.lllJl\.Il~d 1l()1Jl~llUl:JlI! .1.111lO Plll~ '~lll;1l11;1jl11hJ.I 

·SJ.lllp.1,l\Ul! ,l~I!JJds iilll]11l1·1tl~ 'S\lO!].lllll.1 1';,1111.1,) S~,lJpP\ 

S]IIJIII\ll~lbp ,)~p.nd" W.l 11,1l!U\J \;1(1 • 

\' IH .1 0 "ll11~:JJ 110 p.1SEH • 

1.Hlddn, lilt:,' I .'~ltL\(I"')(1 1I 11111' l(l.\\ 1J1J.1 

(l(llll',II~llIll[IP\' 11l:U}{ I' t I () I ~ ) 
-

~,'tllIlW I ~ I)PII!~~ lj ll.':l 

~1;11 \,I)~ \IIIIIIUlIll'1.) <;t'UHlljl \t!P.l 

-_._---------j­
~W)I[(:FJ}I 'lIq11d
 

l,)jllJ. I "\II 1111::'IIIII\l(l(iI(),) ~1"1 J, )
 

llPl!"I.l \( ) 1.1]l1.1,) Pltl:UlIllIJ )
 

~ll('lIl'I')}{ .11[<]11<1 
1)111'.) I IIIJ. J .j' ILJ\I:I\J ·1I1ll.)<I PI\)l1'! { 

e-- ....."..:I;.l..l. >;.1.1 \( )~~~~2!~~~~.~~_~) 
.)IIII~ ~ .I,lljlll,ll\l 

. _L _ . 

'.,lIpld \,111.1';ll!1l1\1.1 ';U!II:\II,l\, 

"'-":.111.1.11: \\l~ .lqQl1d • 

1·)lJlI(lSJ,ll!.l0 U()~]1:.l\lI,l>1 • 

SllUIWJ11111111l1101 plll' -..:.1IJqllI1.l(].\ 1.1 \().l,l~1 • 

~l.lrl \(lld ,1.11 \.Ll" l(ll \\ (I()!)l'Il!llHl0.) • 

SI1l1111~,'() 1 .11 1'1IJ.l1l \ • 

\J<1\(lJ.l~1 • 

LIPId AJ;)AOJJ~I .lJlsrSl(] 11 SS;1l1ISl1fj 

I:ilit .11 )I) 
Iill~ 



"UPI)lIU.l 1,"'I j1 1 \old ,"'1,)1 \1."'10..; ,\1,"'1 \llJJI L"'Ilo..;l~"·I( 1 • 

","'IJlIj1,"'I,)Old ,;IIIo..;-':,"'1,)()ld 11~ll[[q\J • 

o..;U(lIW,)(l1 j1!lI~ 0..;."'1 1111),),)1 lid dll'Pl~q 1~]1~( I • 

"1111~-,;il~IP .1 1 

-':;1IHljll;1 \lll 

"IIOlll;,)()I.lI()ll1l[o..; \j1P11 I 

"l,)l;]ll(l,) '\JII,)~I."'Illl:1 • 

<";1<";1[ 1.WIl111.);1;1\llldlll'l 

111)!Jl'1l1.111l1l,){)(1 ";1lIj.Jl1ddllS 

XlpllXldy.Ipp 

"'1-'(1,\\ .1I[LJIl,1
 

\ ;-; I 11 (Hill) ,"'I I III lljl~ I I Lilli II 1
 

lll."'Illllll'lb(I,'lI!-[
 

,'l.1111'1l ~:I •
 

jWHlljll;d."'I() ,1,1l[ud 11«1 •
 

"1l 1;11111 J \;l!;1P
 

\ 11 ) ;il!! \\lIl [t q I{).! p."'Illt l\;l \,11' ll,1."'Il] ,1 \ 1'1[ "1l1~ld ,\ .111."'I:-;U!l\!O, )
 

SlIP-ld ,\.lll:l~lI1Ill(),) lP-l11:l111\.wd:l(]
.IPP 


