Cityof ,
ozmm _uoﬂo

ARKANSAS

Business Continuity Program

December 15, 2009

ddfconsulting.com




Disaster Risk Assessment

= Identifies emergencies hasing potential to cause greatest impaet

o operations

= Evaluates probability and mmpact ol disaster scenarios

= [lakes into consideration existing sateguards to reduce risks

associated with the emergency (ex. generators, physical and
network security. nasoury building construction, environmental

controls. backup plans, ete.)

Results provide basis for developing emergency response plans

Disaster Risk Assessment Results (](l i

High

+ Building Fire

« Loss ol facility (*covered in
DR section)

+ Tornado

Medium

+ Biological'Chemical
contamination

Bomb threat

* Disease Pandemie
+ larthquake

+ Lixplosion

.

Failure/Malfunction of
CPUYServer

.

|

Medium (continued)

« Flooding

* Gas leak

= lce storm

* luternct/WAN Failure

» Loss/Corruption of data files

= Malware attack or system
wtrusion

< Power outage

* Telecommunications system
{ailure

*  Unauthorized access to
data/theft of data

+ Waler Leakage

-
Disaster Risk Assessment Results (l(] 1%};"

Low
+ Civil disorder
¢ Demial of road access

< Equipment Fire

< lailure of LAN wiring

 lailure of system softwarce

» Hummicane

* Loss of heat/air conditioning

* Loss of Key Personnel
(*covered m PR and CP
sections)

+ Loss of water supply

Low (continued)

* Nuclear/Radiation
contamination

* Power "brownouts” or
luctuation

+ Snow storm

» Terrorist Activities

¢+ Toxic/Hazardous waste

+ Unauthorized maodification of
soltwarc/hardware

« Unauthorized physical access

« Volcanic Eruption

+ Wind storms
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Emergency Plans (l (.I I

= Based on risk assessmient results

Min puIpose o ensure ey ey one's satety

= Plans inctude
» Facihy Bxacuanon Onelndes desianated meetg locations)
® Area-Wide Eyvacnation

* Power Fasheee

Buildmg e

Tornado ficludes designated shelters)

Flanding

fanhquake

AMedical tmnerpency

Romb Threat Eaplosion

Hazmat, Tonic Waste, Nuelear, or Chenneal Biologieal Release
Disease Pandenue (suchas EHINTY

Business Impact Analysis ddft

= BIA thusiness impact analysis) - analvsis of potential impact on
aperations by loss of functions. cms, und records or data,
caused by uncontrolled, nonspecific event
= Business impacts identified based on worst-vas
= BIA conducted for followme departiments:
= E-911 Police Depatiment
= Finance
= ire Depaniment
= Information Teehnology
= Pubhc Works
-

Interviews conducted with department heads
= Deternmined:
= Cntical Innchona, systems, and data

= A Allow able Dowotiies (determmed Recon ery Time Objectives )
= Busmess imputs

» Required resourees (persannel, equipment, supplics, workspiee)

ddi
Business & Disaster Recovery Plan

® (risis Management Team responsibilitics
» [mitial Response

Damage Assessment

= Plan Activation

= Notfication
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