Arkansas State Police
Internet Crimes Against Children Task Force
1 State Police Plaza Drive
Little Rock, Arkansas 72209

AFFILIATE AGENCY MEMORANDUM OF UNDERSTANDING

Section 1: Introduction

In 2008, Congress passed, and President Bush signed, the Providing
Resources, Officers, and Technology to Eradicate Cyber Threats to Our
Children Act of 2008 (the “PROTECT Our Children Act” or the “Act”). This Act
requires the U.S. Department of Justice (DOJ) to formulate and implement a
National Strategy to combat child exploitation.

To address the threat to our nation’s children, the National Strategy
focuses on the following types of child exploitation: (1) child pornography, often
called images of child sexual abuse; (2) online enticement of children for sexual
purposes; (3) commercial sexual exploitation of children, and (4) child sex
tourism.

The Office of Juvenile Justice and Delinquency Prevention (OJJDP)
within DOJ’s Office of Justice Programs (OJP), oversees the disbursement of
grants to federal, state, and local agencies to aid in the fight against child
exploitation. OJJDP’s efforts provide communication and coordination to the
Internet Crimes Against Children (ICAC) Task Force Program; a fundamental
component of our Nation’s fight against child exploitation. Since 1998, OJJDP
has funded the ICAC Task Force Program, a collection of 61 separate task
forces throughout the country, to coordinate federal, state, and local
investigative and prosecutorial response to child exploitation. The Arkansas
ICAC (ARICAC) is a part of the national ICAC Task Force Program.

The Jonesboro Police Department recognizes the need for interagency
communication and coordination of efforts to prevent, interdict, investigate,
and prosecute internet crimes against children and technology-facilitated child
exploitation. Toward that end, this Memorandum of Understanding (MOU),
dated December 19, 2013, is entered into by and between the Arkansas State
Police (ASP), the sponsoring agency of ARICAC, and the Jonesboro Police
Department, who, upon acceptance of all terms and conditions contained
herein, will become an ARICAC affiliate agency. This MOU shall remain in full
force and effect beginning on the date of signature by the Director of the ASP
and continuing until the expiration of Award Number 2013-MC-FX-K026.
However, this MOU may be terminated for any reason and at any time by the
ASP. In addition, the head of the Jonesboro Police Department may terminate



the MOU and withdraw from the ARICAC Task Force at any time by providing
written notification of such intent to the ARICAC Commander and/or the
Director of the ASP.

Section 2: Purpose

The purpose of this MOU is to provide a communication and
coordination structure for the Jonesboro Police Department, an ARICAC affiliate
agency, to enhance its efforts to prevent, interdict, investigate, and prosecute
internet crimes against children and technology-facilitated child exploitation.
And because internet crimes against children and technology-facilitated child
exploitation transcend traditionally recognized geographical boundaries, the
Jonesboro Police Department authorizes its commissioned officers assigned to
ARICAC to travel and work ICAC crimes, as necessary, originating and/or
terminating inside or outside their normal geographical areas of responsibility
(AOR).

Section 3: Policies and Procedures

The Jonesboro Police Department, as an ARICAC affiliate agency, agrees
to comply fully with all Operational and Investigative Standards! promulgated
by the DOJ for the ICAC Program. The most updated copy of the Operational
and Investigative Standards, updated May 31, 2011, are attached to this MOU
as Appendix A. Specifically, the Jonesboro Police Department, as an ARICAC
affiliate agency, agrees to follow Operational and Investigative Standard 2 in
selecting suitable commissioned officers for assignment to the ARICAC Task
Force. Once suitable commissioned officers have been selected? for assignment
to the ARICAC Task Force, those selected shall be required to read and comply
with all Operational and Investigative Standards.3

The Jonesboro Police Department, as an ARICAC affiliate agency, agrees
to select and identify one of its commissioned officers as its ICAC coordinator.
The affiliate agency ICAC coordinator serves as the primary point-of-contact by
and between the ASP, the ARICAC Task Force, the affiliate agency, and the

' The Operational and Investigative Standards were developed through a national ICAC Working
Group and are considered best practices for the ICAC program. While nationally recognized

and widely copied for law cnforcement use both inside and outside the ICAC program, the
Operational and Investigative Standards are Law Enforcement Sensitive (LES).

’The affiliate agency is responsible to provide commissioned officers selected for assignment to
the ARICAC Task Force vehicles, pagers, radios, weapons, body armor, cellular telephones,
notebook computers for report writing, etc. The ARICAC Task Force will provide investigative
and forensic preview tools and software commensurate with the commissioned officers level of
training and experience.

3 See Operational and Investigative Standard 3.1.




community within the ICAC coordinator’s AOR%. One of the most important
duties of the affiliate agency ICAC coordinator is the compiling of the
performance measures of the affiliate agency’s ICAC related operations each
month. Once compiled by the affiliate agency ICAC coordinator, the
performance measures for the month being reported should be submitted by
the affiliate agency ICAC coordinator to the ARICAC Task Force Senior
Intelligence Analyst at ASP Headquarters in Little Rock before the 10th day of
the next month.5> (For example, the affiliate agency’s performance measures
collected from March st through March 31s' should be compiled and submitted
using the ICAC Monthly Performance Measures Report no later than April 10th,)
Finally, the affiliate agency ICAC coordinator may be required, on an infrequent
basis, to submit other ancillary statistical information and/or reports by the
ASP, the ARICAC Task Force, or the OQJJDP.

The Jonesboro Police Department , as an ARICAC affiliate agency, is
eligible to have its commissioned officers assigned to the ARICAC Task Force
participate in ICAC sponsored training both in-state and out-of-state hosted by
the OJJDP, the National White Collar Crime Center (NW3C), and other federal
partners. Costs for travel, lodging, meals, and training are generally covered by
[CAC funding and are reimbursable to either the affiliate agency or to the
commissioned officer in accordance with federal, state, and ASP travel and
meal reimbursement statutes, policies, and procedures. All other expenscs are
the sole responsibility of the affiliate agency and/or the commissioned officer.

The Jonesboro Police Department, as an ARICAC affiliate agency, is
entitled to access to ARICAC information and data systems for case
deconfliction, information sharing, assistance requests, data archival/retrieval,
and for other ICAC related purposes. This access is coordinated and managed
by the ASP Cyber Crimes Unit (of which the ARICAC Task Force is a part)
Supervisor.

The Jonesboro Police Department, as an ARICAC affiliate agency, agrees
that its commissioned officers assigned to the ARICAC Task Force will, at a
minimum, conduct reactive investigations in response to: citizen complaints,
CyberTipline Reports from the National Center for Missing and Exploited
Children (NCMEC), referrals from the ASP or other intra-state or inter-state
[CAC Task Force affiliate agencies, and referrals from other law enforcement
agencies who may not be an affiliate agency. Reactive investigations must be
conducted in compliance with Operational and Investigative Standard 4.3.

* As the point-of-contact to the community, the ICAC coordinator represents the state and
national ICAC program within the community by providing prevention education activities to
children, parents, educators, and others concerned about child safety issues. See Operational
and Investigative Standard 7.1 - 7.2.

® See Operational and Investigative Standard 4.2.2.
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The Jonesboro Police Department, as an ARICAC affiliate agency, agrees
that its commissioned officers assigned to the ARICAC Task Force may, based
upon investigative need, conduct proactive investigations (i.e. online chat
cases, Peer-2-Peer (P2P) cases, and classified advertisement cases). Proactive
investigations must be conducted in compliance with Operational and
Investigative Standard 4.3.

The Jonesboro Police Department, as an ARICAC affiliate agency, agreces
that its commissioned officers assigned to the ARICAC Task Force shall fully
participate in any and all nationally coordinated ICAC investigations.

The Jonesboro Police Department, as an ARICAC affiliate agency,
understands and agrees that the ASP and/or another ARICAC affiliate agency
may provide forensic support for any and all of the affiliate agency’s ICAC
investigations. All forensic support services provided by the ASP and/or
another ARICAC affiliate agency conforms to national ICAC best practices.
Should the Jonesboro Police Department, as an ARICAC affiliate agency, offer
forensic support services to other law enforcement agencies, regardless of
whether or not the other law enforcement agency is an ARICAC affiliate agency,
the Jonesboro Police Department also agrees to offer such services in
conformance with national ICAC best practices.

The Jonesboro Police Department, as an ARICAC affiliate agency, agrees
that identifying child victims is a critical element of the ICAC Program and
understands that the DOJ and the OJJDP requires all affiliate agencies to
submit child victim images, graphics, video files, etc., to NCMEC’s Child Victim
Identification Program (CVIP). Should the Jonesboro Police Department , as an
ARICAC affiliate agency, offer forensic support services to other law
enforcement agencies, regardless of whether or not the other law enforcement
agency is an ARICAC affiliate agency, the Jonesboro Police Department agrees
to submit all child victim images, graphics, video files, etc., discovered to
NCMEC’s CVIP.6

The Jonesboro Police Department , as an ARICAC affiliate agency, agrees
that its commissioned officers assigned to the ARICAC Task Force, to be fully
effective in their ICAC investigative efforts, must work either full-time (a
minimum of 40 hours per week) or half-time (a minimum of 20 hours per week)
to prevent, interdict, investigate, and prosecute internet crimes against
children. All commissioned officers from affiliate agencies located within the
federally designated Western District of Arkansas and Eastern District of
Arkansas work ICAC related crimes under the direction and guidance of federal
partners and an ASP special agent designated as the Task Group Leader. The
Western District of Arkansas Task Group Leader is operationally located in

° See Operational and Investigative Standard 6.
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Springdale. The Eastern District of Arkansas Task Group Leader is
operationally located in Little Rock.

The Jonesboro Police Department, as an ARICAC affiliate agency, is
eligible to apply as a subrecipient to the ASP for federal ICAC grant funding
made available by OJJDP when such monies are available and when invited to
do so.

The Jonesboro Police Department, as an ARICAC alffiliate agency, agrees
to comply fully with all rules, regulations, and requirements contained within
the 2013 Financial Guide 7 promulgated by the DOJ, OJP’s Office of the Chief
Financial Officer. The 2013 Financial Guide is attached to this MOU as
Appendix B. The 2013 Financial Guide serves as a primary reference manual to
assist award recipients (ARICAC and all ARICAC affiliate agencies) in fulfilling
their fiduciary responsibility to safeguard grant funds and ensurc funds are
used for the purposes for which they were awarded. More specifically, the 2013
Financial Guide contains specific procedures ARICAC affiliate agencies must
follow in the acquisition, retention, use, and disposal of property and
equipment that subrecipients obtain with federal monies. In addition, the 2013
Financial Guide requires subrecipients (ARICAC affiliate agencies) to adhere to
all applicable financial management laws within the State of Arkansas.

Therefore, the Jonesboro Police Department , as an ARICAC affiliate
agency, also agrees to comply fully with all laws, policies, regulations, and
procedures contained within the State of Arkansas, Department of Finance and
Administration (DFA), Office of Accounting (OA) Financial Management Guide
(Effective August 8, 2013)% published by the DFA. The Financial Management
Guide (Effective August 8, 2013) contains specific statutes, policies, and
procedures ARICAC affiliate agencies must follow with respect to travel
regulations ¢, property and equipment inventory !9, and purchasing and
contracts!l.

"The 2013 Financial Guide is provided for the use of all recipients (ASP) and all subrecipients
(ARICAC affiliate agencies) of federal grant programs administered by the OJP. The guide serves
as a compilation of various laws and regulations governing DOJ grants financial management
and administration.

® The Financial Management Guide (Effective August 8, 2013) is published by the DFA Director
to comply with Ark. Code Ann. § 19-1-209(a) and resides on the DFA web site at:
http: / /www.dfa.arkansas.gov/offices/accounting/financialManagementGuide /Pages/default.a

SpX.

9 See Ark. Code Ann. § 19-4-901 and Policies/Regulations (R) 1-19-4-901 - R9-19-4-904 (pp.
98-113).

10 See Ark. Code Ann. § 19-4-1501 - 19-4-1503, R1-19-4-1503, and Appendices P1-19-4-1503
—P2-19-4-1503 (pp. 156 - 163).



Section 4: Updates to the MOU

This MOU may be modified at any time by written consent of the ASP
and the Jonesboro Police Department, as an ARICAC affiliate agency. However,
updates to this MOU have no force or effect until such updates are reduced to
writing and signed by both the head of the affiliate agency and the Director of
the ASP.

Section 5: Signatures

Approved gﬂv\ w ' I

Colonel Stan Witt, Director
Arkansas State Police

Date ,117/14‘

Approved / /

Chief Michael Yates .

Jonesboro Police Department

N R e ST ™

Jefee Wes Barfer pate_ /8-

EaRY Shack evgr-l

A
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11 See Ark. Code Ann. § 19-11-217, R1-19-11-217, Ark. Code Ann. § 19-11-238, R1-19-11-238,
Ark. Code Ann. § 19-11-243, and R1-19-11-243 (pp. 241 - 253).
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